This Page Is Inserted by IFW Operations 
and is not a part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of 
the original documents submitted by the applicant. 

Defects in the images may include (but are not hmited to): 

« BLACK BORDERS 

. TEXT CUT OFF AT TOP, BOTTOM OR SIDES 

0 FADED TEXT 

♦ ILLEGIBLE TEXT 

♦ SKEWED/SLANTED IMAGES 
« COLORED PHOTOS 

« BLACK OR VERY BLACK AND WHITE DARK PHOTOS 

» GRAY SCALE DOCUMENTS 




■ 



{19)H*H#lfff (JP) (12) ^ ^ Jl^F 1^ ^ ^ (A) {IDttfFfflH^WS^ 

#g|2003- 115834 
(P2003-115834A) 

(43)41^888 ¥«15¥4H18B(2003.4.18) 



(51)Inta.' 
H0 4L 9/08 
G0 6F 13/00 

15/00 
H0 4L 9/32 

12/22 



3 53 
3 10 



FI 

G 0 6 F 13/00 
15/00 

H0 4L 12/22 
9/00 



3 5 3C 
3 1 OE 



5B0 85 
5BQ 8 9 
5 J 1 04 
5K030 



60 ID 
6 7 3B 

leea* ^m^ mjsmom ol (^i5M) 







(71)UKA 


000006013 


4$e2001 -310ra6( P2001 -310596) 








^msff^ion 5 B C2001. 10. 5) 












mm m\ 
























JlC^1^fflBai©rt-TB2#3^ = 






(74)f^aA 


100089118 











3 fccoiat«*L/;-fe^A 'J ry i^x-j^ 3 y^m 
y 7^ -f ry i^x-i/- 3 y ^8M-r.& . 



I 




(2) 



12003-1 1 5834 



im^m 1 ] * -y hv-i^ imm-^m i (^mMim 
fffim2coffl*fciHi4>t. fiiemi«ffi*5r«ffl-rs 

L. ^c/M. fffi^3OSS*fcm£SS2<?)}ig*fci0iaT' 

A y X -f r y s^x-i^ 3 y wa^Ki^o-cufr^tt 
a$rfif •:>3t-fe^ A y X -f ry xx-i^ a y^JBai?:* 
ISL, 3g^jitt^BU^2£03g*titLTj^fgt-S 

^>m^n\-\ ia-AWft-n.-b^^yr-fTy^'x- 
y^-f rys/'X-i'ayjffii^Si^xT^-yTh. 

fiffl^t^rSm2<0Sig*t«c-fe:^j, y^-r ry i^x 

-xay^mt. ^g-b^Ayx^ryi^x-i^gy 

i yx -f ry i^x-i^g yt^-rsiff^iciEKsn^ 

=^r a y X -f ry i^x-i^ a >mmmizm-^x«§^im 
a^ff o t-fedf y X ry i^x->- 3 y^JSf^^ife 

BEC; aRfljBfffla$^|iiE^20^g*fc^ 
i^5«:^x-yTfc. 

^j!iasrtfv\ -e^^, iSuffiiiiio^§*fcHufaig2iosi§ 
*fc coiatitiLfc-b^ i y X r y ^-x-s^ g y 

BrtSflJUfXr-yTi:. 

5:^tr t ^ !^ t -f^ -fe^ A y -r -f r y S'X-;/ 3 y 

[ 3 ] ^-yVV-^ i:mm-hW. 1 C7)«g**iii 
flffl^i:^rS|g2c7)3ig*t<7)Stc-fedf A yr-f ry j^x 

-i^ay^lilSlt. SS-fedrAyr^ryi'X-^'ay 



E^Mfitffiffl-r^3g*^ig3c7)jsg*t'^ 

A y X r y vx-s^ 3 > (cwa-r sfflffiti^^tut 

^ yx-f ry5^x-j^3 yw^ffifgt^t^-pTB&^^kSft 
a^ffojt-fe^i yx <f ry i'X-s/H ^iK^iifii^^fi 

5-fe^j.yx-f ryvx- 
i'ayRaffiffiti^^tut ^mwmi:mm-i,fz>/y 

y X r y i'x-i^ g y ^^-r -s. ^ h ^mwih-^hm. 
fiffl¥fc^:s^2c7)ffi*fc<7)|gt-fe^ J, y X ^ ry i^x 

-i/a^^liiL-. Sit-fe^^jt.yx-^ryj'X-v'Hy 

i<m. Hfliaig3«ffl*tMiaig2coffi*i;c7)fs-c' 

y T >f ry vx-e^3 y||jiiwgt«e-?Tit&^-ftS!i 

a^ff-^^-fc^i y^^ -f ry i^x-i^H yflJBfjiai^it 

30 SStWBrji»I2:1inem2<Offl5|5{c:*fLTjHiL. 

miEi52£offi**^. ^mhismmi^zMLxm^m. 
*t <7)S{tiSiLZ::-bdf y X -f ry i^x->- 3 yJ'W 

[000 1] 

^ ^^^^^^^ 

*K mm^-^k^ y -f r y xx-s^ 3 yji-eat^ 
40 fi^tf3*i^t'ffl<''"^>tti.-bdf ^Ux-f rys^x-^-g 

f - r y i^x-i^ 3 yis*^?s?^^pi^B'JS^ir«g^r-b 
y X ry s/x-i^ 3 :^OT/^*afcj;tfaii 

[0002] 

immm mr. «!3S«sfitov^TSiHB-rs. rf 

C240 1~RFC24 1 2 (RFC : Request For Co 
nments) T'ffl^LTV^S I PSEC (I P secur 

50 j^L Jtiiig**^. -fe^ a. y r -f r y i^x-^- 3 y t nf <m 



ySrlti-f S^Jl*^. I KE (Internet Key Exchang 
Cfimm^mTSyh. IKEJ±. RFC24 0 8t>J; 
tXRFC24 0 9-Cffl£$itTV^S. 
[0003] 09Ji. fzkHi. !^^2000-332 
8 2 5^^CS^$ii:C:fi!5feiO^:^^ U x ^ TV i^x- 

101a, 10 1b, 1 0 1 c{±^y^-/ hV-:7T-& 
"9. I0 6{±1^r^>7b'7-^'l0la. 101b. 1 

0 1 chiasm LTV^S^:^^-^-ybTS)'), 10 

2«±-9-:/*-y b v-^' 1 0 1 aizffiErthmbsS^X'h 

*). 1 03{±afiffl#*;^h-e*)0, lOAiii^mQ^ 
1 0 2c7sgiEfi[ar K^xfcit;^co^r*E^^-ts 

tzibCODNS (Domain Name System) IfWN'-Cife 0 . 1 
OTJl-fe^^A'Jr-fTVi^x-i^ayfc LTIIiLJtl 
PSECby:^.;W-CJ>S. 

[0004] oi^t, jjes^xxAioiftfft'^v^TiKBa 20 
-rs, ^ciTJi. ^ira*i0 2*J. ^y^^yh^?—^ 

101 aA>^>fl6cO-9-7':f-y h V-^ 10 1 bt^LJt 
*t®T% ^ 7 bV-:^' 1 0 1 c{Cj,SaSffi#*Xh , 

(H^y-F : CN) io3tmmth^i,z-:>\,^xm. 

Bfrs. ^Ki4>co»l!«g*l0 2tjimffl#*x 
hiostcomcommizli^ iPSEC«hy:f;Pt- 

K (Tiimel Mode) ^ffiffl-tS ( I P SECi^)ifflit'3 
V'>T»iRFC24 0 1~RFC24 12^) . 

[0005] 1 0 2 -mt^iMiE^—^ 

cor K UXS-^. CmSr^-ATHl'X (Hone Addre 30 
ss: Haddr) fcl^-Jc. ^-ATHUXJi. 

1 0 2*^|?rg-r'&-f T'^-y b V-^' 1 0 1 atfcV^TW 
*)mXi^tlh. iJt. ^«iig*10 2{±. iii^<7):^-y 

ZtliirT ■ iCX ■ TYUX (Care-of Address : C o 
A) tP?Jc„ 

[ 0 0 0 6 ] *3t . ^m&k 1 0 2T'{i. h y^ti^^- 
K I P SECa^cOjg, I PT Kl/X ( C o 

A ) i r i P s i C h y if ;l'C7)-ffl ( J^ffijii ) 5:5^^r 
Kl^X (y-h^x-fTHL';^) i;LTfiM-tS„ Ha 40 

[ 0 0 0 7 ] 4^:, 3mQ^ 1 0 2X'ii. m)Lfz^ 

igSrt-cffiffl$fLi,coA^3esi-ri>. 

. 1 0 2 -Cti. D N S^-J^ 10 4 tff;tt^ 

[0 0 08] -Sr. a^#*XM 0 3T1i. ±iIC 
o Aco^SfiacOftipOlc. ^i!«B*l 0 2*^<^S<iL 
;tffi^t;:«-:J(-^rg|^Ml*lT'ffiJfl-r5^i83g*l 0 2co 

CoA^5^-rS. 50 
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[0009] tfz. ji®fa^*XM0 3-e{i, ^lOig 
*1 0 2tl|llft.5lgt:, ^l!|3g*l 0 2<0CoA&D 

NS-^'-yN'i 0 4tcrav'»^i:)^S. 4^!. afiffi^*;^ 
MO 3T{i. hy^;i^-H I PSEca^tfeft* 

tc. PtTKPX (CN) i^-th, 
[ 0 0 1 0 ] 01 0«. ^aJg* 1 0 2A>^>a<iffl#* 
;^M0 3A.IPSEC by:f;U 1 0 T^fflV^T^'N'ir y 
h^fejX^S^K^^S^^T'foS. HlOtCfcV^T. 1 
0 8« I P S E C h y^/WT^-S . 
[0011] ^ilig* 1 0 2X'\i. ^r:/^•y hV-i^ 1 
0 1 aTJSltfiia^r^-tCoAt LTCoA ( 1 ) SrS 
#1-^ (RFC2 00 2rffl£?tl.SCo- 1 ocat 
edCare-of a d d r e s sTlM^i'S ) . <!: 
^Tii. SflL/iC o A ( 1 ) ^ . I Pnir .y h gfiwT) 
5r U i^'^;K^fi7cr Kl^X tt-S£OT-*i^:< , I P S 
E C h y:^>\^CO-mi^tT YUX (y-h^x.-iTV 
U-X) fcL. :^;-ATH^X (Haddr) I P^\° 
-y h S*c7):t U x■^-y^^0J*^i7cr K VXhLX. fflfl 
i^ft^o ^5:^3*., SI OtSi-ri^t. :fir^MtL 

fz9vm>^yy vcmmitrYvx ( s r c ) s- -c o a 

(1) " fcL. WtTYVX (dst) ^ "CN" fc 
rtOII'N'i^ y biO:t 'J >'':^;^<OJi^^i7cr H l^X ( s r 

c) 2: "Haddr" tL, ia^W=5:5a5feT HPX (d 
St) ^ "CN" fthii-T'^tV^^^vYifmk^tl 

[0012] ^a;3SS*l 0 2tpmiU 

aS-*^G o AA* "C oA ( 1 ) " *>^> "C oA 

(2) " tS^tL;t«^cOTKt';^o«]')#;t.t'3V>T 

[0013] ^COJ^. ^iftSg* 1 0 2T-(±. C o A*< 
"CoA (2) " K^i)o;^^j4CT, IPSEChiX^f 
yK7)JrHB!pN-^r>yK:7«^^t7nrK^;^^ "CoA (2) " 

(c^-r-s. -e-^)^, HI ofc^-Tiot:. *^ffl!^'^°^ 

•y hiO^^TcT Hl^X** "C o A ( 2 ) " tC10E$fut 
[00141 1 0 2«0C o K<7mtimiLtL 

afiffl^^x h 1 p 3 -cii^.^i^ 

: SADSr#BBL, C: cO-b -y 3 yc7)5g5ty— h 
•^x^Tb'WX^ "CoA (1) " i-h. ffitC: "Co 

A (2) " ^cofc^. afiffl#*xM 

0 3T'«. y-h^3i^Tviyxm[^^^jiU7-^r 

y>'X-v'ay^2r^;i:5rl^T. Jti:i.»f. IPS 

EccoBt^fl:. igiat^i:'^SJ^^^f»ts^^^^A^^:v\ 

[ 0 0 1 5 ] il/vT. gi)ffi*l 0 2Tli. C oAt/^m 
mh-yfdm^T. D N S-9-->'^' 104 Kit LTMfr^ -/ 
■fe-v^jMfif I.. DNS1^-Al04f*l. a^c7)7 

-f-zl^K {Y^-(y^. TYUXUzi~Y (IPv6T- 
JiAAAA) m) ItZMt^ ^iW*iO*-ATKPX 
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( H a d d r ) <r)fdst)(rMM.y >f ~)V K (Home Address 
Resource Record: HAAAA) ^fz. TYV 

Xi^a — Y ( I Pv6r<lAAAA) Haddr 

[0016] miW^i 02\&m9t'cmmr>c o a^ 

-f-yl'b' : HAAAAfc*iM^:&J^t. #lll^g*l 0 
2imm9fCCoAiW^LXW^LX\^hZ}it:m 10 

[0 0 17]^i>, DNS-<f-A10 4{C^ffrSHAA 

vn-Y(nmmm\i. «e**-^>tft>tLTv^!tiprH 

C 2 1 3 6 ) ^li£5ILT^t^T'l^ 
[0 0 183 tfz. DNS-tw(l 04±<?)HAAAA 

^mnx% hi,o 5rJ^tffiffl-rs , -r^£h%. wm 20 

MO 3-C»i, D N S-9■->'^'4 t^LTKir^-^i) 
^iri^ffl\ CoAA5^$ilTU&^ffi*10 2lrJkt 
UT^N-ir-yh^j^gtS*^. IPSEC<7)b>':^.7l.^: 

rKL'X) ^coAtLT-t^AUT-'fryj'X-^'g 
tits, 

[ 0 0 1 9 1 o^'tc. I P s E c ti>{tS5!yaco«®t: 
OV^TIKBttS ( I PSECc7)pJBtOV>TfiRFC2 30 
40 1— RFC24 1 2^J , 

[0020] IPSEC<05!iaJi. -fe^j-Ux-frVi^ 
X— v-gy (Security Association) 
{Zist-oXfit>tli>, *^a.yX'fTVi^X->'3y{i. 
-b^A'Jr-f • J*"? 5 ■ ^>'T-y^'X (Security P 
arameter Index : S P I ) t d s t {WtTYVX ) CO 
m^(:>-W,Z^t S . I P S E C fc^Sf»«i7)«-^-C 
i,h , S P I {±, U X >f TV i-'X-i^ 3 

3 2 b i tt^^co-f yT7^^^^ 

SiO. AH (Authaiti cation Header) , ESP (Encap 40 
sulating Security Payload) <Ty\^/yt\izW&.^iX. 

-b^jt.Uf-^Ty>-x->'HyOjlS?t;:ffiffl$it*o -fe 

y X ^ TV i^x-i^ 3 >-tie^$*i.s±:5:rt§«±. 

dst. SPI. ruYZDV {ESP (i,L<«iA 
H) , ^-K (tunne 1 ) ) , AHiitfiESPT 

m^ixhT)v^*)xi>,tm^j:}iX'hh. 

[0021] IP S EC ^ffiffl^^;r^«)a±. ffifflM 
afiia¥fc-fedfa'Jx-f TVi^x-j/ayort^tc 

X- J/ 3 X/mmt. HOTITn h : IK EcO^fc 50 



TD i f f i eHe 1 1 manj tmitlh^^ms:^ 

^m^n^zx-ox^mm-fh, ^tz. mu 

lEtCti. X. 5 0 9c7)igiE»^fflV^JtRSA (Ron Rive 
St. Adi ShaiDir, Leonard Adlonan) MWiZi.*)^%^ 

m^%^^o=^-Yi.m.^txx\^t. 

[0022] f'i'r'/Yimmthm^i.. ^-f. -fe^i 
'JT^-f ■ ^KUi^- • ir-fK-X : SPD (Security P 
olicy Database) f:1^th. SPDti. it^fc^S^N" 
ir.yhc7)s rc/dst^coSSA^^,, -fedfA'Jr-f • 
^•J ix—^SSit-S . -b^^ y X • y i^-J±. ryx" 
ir.y hftS^-fS (d i scard) J . ryt^r-yhS: 
-ecO^^iMia^-lfr-S. (bypas s) J , riPSEC 
f^KM^ffd (app 1 y) J , cOlTSl^ffitoSicOT 
3tfci.lf. -b:^Ay-r^ ■ 'i?y v-*^ Tapp 1 
yj <7)J^t{4, ffiffl-rs-b^^j-yx-f TVi^x-i^3 

>- ( J»sv^«i-bJf i y T -f ry i^x-i/ 3 >imf::-t^ 

•r-fTyj^x->-3y*5^iS<:o-C. ClittffiaSiXJt 
ff-p. ^tJ. -fe^Ayr-fryi^x-i/ay*?^),^:^ 

y TT -f ry i^x-s^ 3 ycoiii^fr 3 <. 

[0 02 3]-*, I PSEC*^fiEffl$^^T^^^>'^•y>7 
h2:S<tr?.fc, ^i*, gfiL>t^g*{4, dst (fflS 

{±^fiL!ty-K) fcspi*>^, ■fejfay-r^Tyi/' 

x-i-a y^^L, iS*5it7trt«fct5!oT I P SE 

h^*>i:tSPD^«i^L. -b^^yT^^ • --Kyv—i^ 
-eLT, -fe^jLyr-f •;l^y>'-*^^b#*^i^i.^: 

^^yT^^ ry^-x-i^gvA^ ^wt^v h^j?«i-r 
SitA6tffifflLT#3t-b^j.yx -f ry j^x-i^3 

[0 0 24] 01 U±, im^l0 2iikXPMW(A^ 

tmX'hh. C:<rT'{i, ^-f^ y Y'7-y 101 at# 
ft^S^i63S*102 (CoA=CoA(l) )imm 
fflf h 1 ,0 3 fca^^ff d J®^(r;'9>>-^giBB^ . 
01 2{±. ^60J@i|-e9irt^i^-iryx<?>^ 

[0025] i-r. i^mw^i 0 2T«, sflj^wa 

IKE5:ffifflLTa<iffi#*XM0 3fc 

(0*^jLy7^.<ryi'X-i^3y : sAj-wi-rs (x 

7"-yrS10 1) , 

[0026] ai3{±, ^«;3g5|5l0 2t>iU^<iffl^ 
M 0 3*iito-bdf y r -f - d^y i^- • f-f^ 
-X : SPDff)--m^i^tmX'hl. tfz. 014{i. 
»Sg* 1 0 2fc itf jHiffl**X M 0 3 *>'SK>-fe^ 
jt-yr-fTyi^X— S/'gy -T— SADCT)— 
miif:-rmX'h^, ^fc, iseiB^S I PSECrnbn 



(5) 

[0027] ^l|3B*10 2)!pffififfl**XM0 3tC 

j^Lxn-y^himm-h^^. m^m o 2T'«. 

mi 3 (a) COSPD^^L. iEgfl^: SPM (1) 
^MM-fh. SPM ( 1 ) W±-fe:=^j.Ux-f ryi^x- 
vgy: SAtLTSAM (1) m^^?.J:3tiffi* 
^ixTV^SW. ai4 (a) <7)SAM ( 1 ) ^r^mt 
6. SAM ( 1 ) (di, De s t i nat i onTHW- 
XtLT "CN" *^ protoco 1 tLT "ES 
P" A*, mode tLT "tunne 1 " AijgSSiiT 10 

uh<r)T^ im^i 0 2*»^>afiffl#*xM o 3^ 

<7)>'N'y >y>£ I P SEC-C*r-b;WtL. ^co^^-y-/ h 
cODestinati onT Hl'X?: "CN" , SP I 
^ "c ( 1 ) " t LTimrri. (XxvTS 10 2). 
[00281 ^<7)>N-y -y hS:g{tK-ofcafiffl#*X h 
1 0 3X14. (dst, SPI) = (CN, c(l)) 
T-*)S-b^a'jT'fryi^x-i^3>Sr. HI 4 (b) 

Ur-f rVv-x-v-gySrffiffltTESPSrl^L, :^ 

^jE-rs. h 1 0 3*^^>^«i^i 0 2^ 

3) 

[0029] ^il^l 0 2*5 J:tmmffi#*X MO 

3«orr 'J ir-i^ 3 a^j^^-r'^T "h a d d r " 
t "CN" bcomTnhtixx^htwM-thifi. mmiz 
^■y h^y-'^^^h^^-y-y Hi, "c o A ( 1) - fc 

[0030] Zcr>^X\ mt^l 0 2tpV-f:^'/ h 
V-^lOlbfc^KLT "CoA (2) " $r]R#t:t 30 
Jl^. ^i!)5S*l 0 2T{4, »:c03ocO«ia^fTa . 
©Dynamic DNS Update 

mm^i 0 2fci*i5-rsAAAA7 

ffiCoAX'hh "CoA (2) " 5rg»^& (Xx-yT 
S104) . 

0SA Gateway Update 

ds ty-f-^WKjbJ "CoA ( 1 ) " f^V^-fe^^'Jx 

f ry >:i->'3 y^^^tt d s t =c N*>'fcs 

" ore. "C N" t^t LT r S A Ga t e wa y U p d 
atej ^tf^ (Xxy7"S10 5) „ -?-<55^a. 01 40 
4 (b) <7)-bdfJ,lJ7-^7'yJ^X-i^3y-x-:?"<.- 
X: SAD(?5rtSI4. HI 4 (d) <7iXdl,z3eM^il 
h, 

(3>SA Local Update 
^»)S*10 2-eJ±. a#<7)SAD^^L. dst7 
<-)VVti^ "CoA ( 1 ) " -CSbStfiOtCOt^T. 
T "CoA (2) " 

[0 0 3 1 ] ^i)ffi*l 0 2*»iaffii^iLTV^&ffl# 
{1, ■r^tc7)-t^j-»Jx-fTy>'X-i/'3ycOde s t 
i nat i onTFPXj&i^iECOCoAfSiS "CoA 50 
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( 2 ) " {zmtthtz)!b. I P S E C h y:^)V<r) end 
points. "CoA ( 1) " *»^> "CoA (2) " 

izmmhh . i 0 . »»^g* 10 2 immLt: 

J^T't-b-y^-gyi^ffiK^iX* (XT^yTS 106. 
S107) . -ecOiSa. H14 (a) C0-t^j.'Jx-<T 

yi'X-v'ay • f-^^—y^ •. sadcow^j. hi 

4 (c) oiptjesi^ixs, 

[0032] c<o J: 9 mmkx'\±. wmru v 

WVX'hh I PSECc7)hy:f;l^^-b'$:fiJfflLT. M 
mffl¥fc<7)iifiKSrSlffi-r^. rsA Gat 

eway Up d a t e j i:Vi3«fct:SrjiJn-f SClfc 

i^3y^UMti>, tfz. TDynamic DNSu 
pdate J SrflJffl-rSfcttt. ff/tt THome 
Address Resource Record(H 
AAAA) J 2:DNSt^A-r&. dixtiO. ^SSg 
*c7)4t-A r h' l^X t C o A fc <OMffi$rfilS i fc *«-C 

[0033] 

J-—fi)<&m-t^^^^^Lt:^'^lzii±< 
ttmLX\-^^^\ -fih-h. J--1f*nC;;&-HtX. 

1f*»^L^:ffi*tfcV^Tfc-b^ A 'Jx-f ry i^x-i^ 
ay^HffijiU «**roh3;W: IKE 

T'Jl I'D i f f i eHe 1 1 mang^Sj ^ TRSAg? 

[0034] mz. i'y-try h-tWN'^rT^/WtrfcftS 
[003 5] tfz. ±iB. ta!*0-bdfjL'Jx>fryi^x 

^a-VT-i ry Vx-i' 3 y ^i^j^T^s s -c-aH^ 

L^JtS ^ t iz^^hfinb. u y-x^ . 

tV^oISI® it. 

[0036] *^B3{i:. ±ffi{Cffi^^T^$il/:it)iOT'& 

'J X -f r y i^x-s^ 3 >fljBr/^*afei5 itrafi^' 

^m^j:-^^ jL U X T y i^x-i' 3 y ^mSt-fh :ikiP 
[0037] 



(6) 

9 

IfE® 1 »^S*&>^>g(tKo/c-b^ A U X TV i^x- 
Jti^<7)^Sffij SrigftL. S^mcO'bdfA'Jx'fTyv-x 
T-'fTyi'X-S/ay^ilttSr^L. SS^ilfll 

e#*^si^-rs-fe^^yx'fryi' 20 

[0038] -s>^t0^t*>3&»S-b:^f A ry i'X 

■fe^jL'jT-fTyj^xTTi^sy^mu. SK-fedfiU 
xAttjv^T, i!iiie^2<os*t®<i+t. luiaisicT) 30 

^ 1 iOffi**>^,gttK-5^:-bJr JL 'J X -f ry i'X- V 
iir><7)1t#j ^IBRL. Mfi«co-fe:^j,Ux-fTyi^x- 
-rry^-x-i^gix^Braftl^^J^L. 

[0039] o^'co3^^tc*>A>safii^X7"A{::&-oT 

m±L. s^-t^Ayx^ry^x-i^gy^fflv^TBi 
^fiSrffomfcU. fit us. ffia®2<Dffi*fca 
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3co^tmm2(7)^t(omvmminom^. m 
fes3<?)^ffi*3!p. frEigi(7)jg**^^,g{tw-33t-fe^A 
ur-f ry vx-i^3 yfc:i^-tsffi#t=e«s3^L^ 

'Jx-f ry i'X-^g ywawz|s£-5-ci©^fl:J?i 
ssrtf-^/t-b^i 'J x -f ry i'X-^' 3 ymmmt:^ 
s&L. mwiW^mimsM2<DmnzMLxmmL, 

mS^2com.i}K ^{iLt:1imMSsHZ^Lxm^(m 

^jrasrff V K ^mm^-t^-k^^ u ^ -f r y v-x- 

totpgj ^mm-^^ttzX-yX. mSSm.Lfi^^jL 
U r -f ry vx-i^ 3 y Jffi^-tS^ t Sr^Stk-ti. . 
[0040] 0#'«56BjJt*>*^SiHii'XxAtSi'>T 

sig 2<7)^*k <7)St-fe^ A 'J -r -f r y i^x-i/ 3 y ^ 

SiiL. S^-fe^^Ux-fTyi^x-i^gy^fflv^Ti® 
^ft^ffofll^kL, !tki.tf. miem20Si8*ka 
fi+t. mie»i<^3g*^fflffli-SJ— Hfi^ si^g 

izm-t^mmimscot^iz^nt. ^(om. friam 

3«^kHi^EI62e9Sig*kcola■CJi^i2r^I3Jl^. HU 
Elg3<OSig**5. lifieiBl«OJS**-^>g(t]R-?>t-bdf A 
U T -f TV v-x-i/ 3 y {cpra-T'&WStiBSi^ iTJt 

^jL^r-iTv i^x-£^ 3 yfmmmiizm-o xm^im 
a^^T-ofc-b^ y 7^ -f ry i^x-ix g ymmima^^ 

B;^2fio5sg**J. ^mLfz^mmnzMLxm^com. 
nm^^K ^m:. BiiiBisioss*fefrffiig2<osg 
*k e^ratfitarLJt-b^ jL 'J 7^ < ry i^x-i' H y^m 

Brtl-^kSrimSk-rS. 
[004 1] 

ir ^ r y i^x- V- 3 y Wr/^*^jD iixiigv-xx 
j^c/)mi&ff)mm^mmizm'^\.^xmmizmm-ri>. ^ 

[0042] m^cmm 1 . 0 1 «±. 

A Ut^^ ry i'X-i/3 yfl]iSf/Ji^:fra^iea-rs 

a, lb. lc(±^?^7•:^-y^•7-i?T'$)0, 6(±-9-y:1^ 
■ybV-^la, lb, 1 cSrffl5:«i^S-f yrS'-^ 
■yhT'JfbO. 3{ljiiiffl#*Xh (CN) TSiO. 1 1 
li-ry^^-zhV-^latC^PttSSg^lCCfcO. 12»i 
-y h V—!^ 1 b iZ^S^h^^h 0 , 1 3{±a. 
-ifFT'fcO. 14<iJL-ifF«0g|E»fcSPD (Secu 
rity Policy Database) kSAD (Security-Associati 
on Database) mm^m/Tt^ I CA~ VX'h 0.17 
Jijiiiffl¥*;^b3kSS*l iS-C-b^AU'r'fTy^' 
x-d/- a y k LT«S4§ii/c I P S E C h y^t^/l/fj) 
<9 . 1 8«afiffl**X b 3 kS* 1 2IS-C'-fe^ A y X 



1 I 

^ TV i^x-v 3 y fc txm±^tifc I P s E c h y^- 
[0043] ;izx\ ±M^ y hr7~9iztn'rim^co 

v-^ 1 ata-r^ss*i 1 S:fflv^Ta<iffl**x h 3 

tail^ffvv »i!l5fcwry^-y bV-^' 1 b 

[0044] ^riJ. SJ»HU<7)ffl*l lfciififfl#*Xh 

Xh3i:<0^<03imfctt. I PSECcOhy4-;l^-H 
(Tunnel Mode) ^ffiffl-TS ( I P SECCOSWCOV^ 
TJJRFC24 0 1~RFC24 1 2#B3) . ffi 
*lHi. CoA (l)tf5@^IPrKWX^l§*>. Sg 
*1 2Ji, CoA (2) iOa^I PTKl';^^^^. M 
fIffl¥*Xh3{i. CN<:7)@^IPrKl'X^jtc>, i 
Jt. 3g*l 2i;jifi1H#*Xh3«. 

H I p s E cmmziivswym-^Tv vi^m^ 

[0 04 5] H2«. I PSEC^HJV^^tmfScOiHi 

5|re»4. -b=^ j^Dx^ - - x-:5"<.-X : SP 

D^^BiS^I,. SPDtt, nWits:hJ^'r-/Y<r>src 
(sourceTKUA) tJit^dst (Destin 
at i onTKl/X) ^<7)^^^^>. -b^f a'Jt"^ ■ 5^ 
'J i^-^i^tR-t-S fe^^lf a 'J T ^ ■ ^f^^ 
•7h^?SS|-r5 (di scard) J , rys-^.y^^^ 

Oi*ajS§-*S (bypass) J . riPSECCO 
JSa^ffo (apply) J , <;Ofil65:^a6a*,<7)-C«) 
•5. ^fc;tff. -fe^j-Ux^ -^KUv-Ji^ Tapp 1 
yj <?)J^Wi. ffiffl-rS-fe^^Ux-f rVi^x-^a 

V (ibsvid-fe^AUT-f rvvx— i^gyjJpWc-t-^ 
^^) *<iEa$<xTt^s. ^<^)«^. m^-th^^:^ 

[0046] -jr, -bdf jLUr-f TV i'X-i^ g Viftsi 
v^^(±. SflJ^cffiS^rrn : I KE^ffiffl LT 
•fe^AUT-frVv-x-i/gycoftfir^ffo. iKftflr 

X . 5 0 9c0igiE»^fflV^^cTi''^/l'g-=&t J: OfflSlg 
iE^ff^*^. SrfflSLTV^S. Ti-'^';l^=ST14. ^ 

[0047] IPSEC*iffiffl$ixTV^S^^-^r.yh5:g 
fiL/^S*T«. dst (a^WSfiUcy-F) fcS 
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P I (Security Parameter Index) tt^h^ -t^j.U'T'f 
TVvX-v-ayi&^^^t. iSi$tL^:rt^fc«!-oT I 
PSEC<7)ffi^5rfc'«038H5:lT3, -eLT. fl^>ii)t>'N" 
^r.y h2:t,fctcSPD^«{^L. -b=^ii;7'-f ;KU£^ 

s-fe^jtUx-jry^-x-^-gy**', ^(r>>'^'T'/Y^%^ 

mthf:}t)\,z^ LT § Jt-b^ J. U X ^ TV i^x-i/ g 

[0048] 03ti, JL— tf F3&i3|g* 1 1 *»^>!S* 1 2 

5. ^ri5. ffiffl-rs I PSECTah3;M4ESP (En 
capsulating Security Payload) £^SS^I>. S"^, 3S 
*1 1T»4. ®W5rli®aTnhny|/: IKESrffifflL 
Tamffl#4^X h 3 1 <7)-fe^ jL y T -f TV i/-x-i^ g 
>-: SASrSSi-rs (03, :^x-yTSl. (1)# 
SS) . -b^j.Ux-fTVi'X-^-gy: SA^SSi-rS 
)ti6«i^W±. SS*1 l*«a.-ifFc7)ID (PJBW4 
X. 5 0 9C0J-— »fF«7)i2E#c7)sub j e c t^) f 
*>0> jHiffl#*Xf3/p'i^<0IPTH^X:CNS 
20 3t{±Mfiffl^*Xh3<^i2iESc7)ID-C3^^. 

[ 0 0 4 9 ] Jg*l 1 T-Ji. jififfl**x b 3fc*tLT 
TCP (Tran^ission Control Protocol) /UDP (U 
ser Datagram Protocol ) tOp o r t#^8 0(JO/^"i^.y 
h2:iMfrt-&«^, SPD?:«l3g-tS„ 04 jl— 
FcOIC;^? — h'rtcOSPD. i-ifGcOI C;)&-Krt<0 

SPD, a^iffl#*xh3rt<ospD. Srs^-rst-ab 

0. i^C. 04 (a) ti, •fe^jL'Jx-fTyi^x-i/-3 
y : SAi&ffii-f •Sfit I Cf)- Y\ An\zW&^flX 

30 X : SPD<r^--f?|J^-f0-C'J>-S. 04 (a) £0«|^ 

atcio. i^Ti4, spF ( 1 ) 

[0050] SPF ( 1) CJi-fe^ctyx-f TVi^x- 
vg^tLTSAF (1) ^#!!B-rSJ:3(cEa$nT 
\^h<n>X\ ffl*l IT-ti. 05 ( a) COSAF ( 1) ^ 
#Hg-t^„ 05Ji. jL-HfF{cW-t&SADS-^-r0r 
*>0. ^\,Z^ 05 (a)Ji. -fc^^iDT^-f TVi^X-i^ 

gy : SA2:llitfc«t4m?itl.Sig*l ICO-bdf^t 

•J 7" -J TV i'X-i^ g V ■ -r-^^-X : S AD^)-^ 

« [00 5 1 ] SAF ( 1 ) t{±. De s t i nat i o 

nrh'W-XfcLT "CN" *\ p rotoco 1 fcLT 
"ESP" modefcLT "tunne 1" ^ 

Xh3'ViO>'N*ir>y h?: I PSECT;5rT-b;Ht:L. 
y\°ir-/h«sourceTKl'X$- "CoA ( 1) " t 

Destinati onTKUX^ "CN" t 
SPI^"h(2)"fct. ESP{Ci#l,^>$r#^tT 
(03. Xr-yTS2. ( 2 ) #M) o ;<>T-fc 
}Vmmr(:\i.. : KEYH ( 2 ) ^iflv^Trtffl 
50 c7)A-ir,y h^Bf^-fb-f^. 
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[0052] -icoys-^-"/ h^^mttzmmm^t^x h s 

X'ii. (dst, SPI ) = (CN, h (2) ) T'fc^ 
•fe^j.DT^Tyi^x-i/'a y?:. 06 (a) tC^-fS 

SAD2r^-r0Tj>O. ^IC. 06 (a) -b^j.!; 

h 3 cO-b=^ JL U X -f TV i^x-i^ 3 >- • X 
: SAD<D-m^m~mX't>?>. «i§gOt£ 
afSffi#5^:^ b 3 T1±. #<?,ix/v:-fe^ J. 'J ^ -f TV 

i'l-LTSig*! l*»^>cO>'^°^^.y h^n^, 

■t^mX'li. Bf^: KEYH (2) Jrffll^TrtfflWt 

[00 53] -eLT. amffl#5^xh3fca:t^3S*l i 

3, (3)#!i) , 

[0054] Og't . H 1 ttJV^r . J— if F*iSS* 1 
l*>i^3Sg*l 2^^i!lL. ffi*l 2t5Ifita^*Xh3 

ifFJi, 05 (a) t^$<lTI.>^SAD&IC;<^-H 
14A.3t-L. i^il^t. IC;<r-K14C0rt^i&3Sg 
*1 2^m^S>ts. S*l 2T'«. 05 (a) (o^mm 
SAF (2)cODistinati o n T K l^X** jg5l; 

1 2</)^mTvuxtm^i>fzii>. coA ( 1 ) ^ag* 

1 2<7)I PTKl/X-Cj>I.CoA (2) '^^^-S. -f 
<^)^. 05 (a) CO-t^^Uy-'trVi^X.-i^ay ■ 
f-^<-X: SADOrt^{i"^'.05 (b) OiotCig 

[0055]? ^>(=, 3g*l 2-CJl, J— »fF{C|5-ti. 30 
-fe^jtUx^ryi^x— y ■ r— ^"s.— X : SAD 
tta!-:>T-fe:^i'J-r-fTyi^x->'3>': SAco^^^ 

afiffl#*xb3A.ji»r^^ (03, xx-yrs4, 

(4) #BS) „ ZZTH. SourceTKl^Xj "C 
oA(2)"fct. destinati onTKV>?.$^ 
"CN" tU. SP IS: "h (2) " t L. ESPtCl 

erFl^:^^ "CoA (2) " t U des t i nat 
i onTHUXS: "CN" k t. p o r t#^5: "10 
0 0 0" tL. x-^gPfcSA^^^Sa-HtJ-- 40 
■yF<7)|2iE*7)s u b j e c t^&SSL. : K 

EYH ( 2 ) SrfflV>Tllf^-(t^. I P SECT'*r-fe;l' 

[0056] S AcoffiBSia^SiiL;r>iHiffl#*X h 
3X\i. (dst. SP I) = (CN, h (2) ) -CS. 
S-k^jL»J7--fry->x->'3y5r. 06 (a)cOSA 

Di}^c,i^tl, c:c:t'(±. sad<7)Sah (2) 

EYH (2) ^fflk^Tg^L. SA(J)«^ilflI<0;<fr-t 
/Hk^W^. rtSU I P^^•^^.y h5r#S. rfLtCiO. i 
-- fF*>mL. «*^^Uv:J^-CS>-5Tt,. SA 50 
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[0057] iBiffl#*X h 3rJi. a.-- »f FCOSA^ 
trntitlibiZ. 04 (c) <7)SPD^«|^L. J--1f 

Ftcrag-rs-r-^Tco'iB^^^ai-rs. ^aiLJtspD 

t0^rj&>T'JL— f F i><oaSPH(l)i:SPH 

AH ( 1 ) fcSAH (2) <7)SADJ-ii<?,, iCI-C 
{±. SAH (l)<7)destinat i onTKPX*'' 
CoA ( 1 ) (caSSix. 3S*1 2c7)g^I PTHl';^ 
kM^-5TV^-&yi:46. aUiffl^i^XhSTii. ffl*l 2 
toe^I PTKl^XSrCoA (2) t^SJ^i., 06 

(a) tC^^SADJ&06 (hXDXoiZWmt^, 

[0058] ^iofea. :3.-^Ftimm.mtx\^m 

X-fTyi^x— i^3 yiOde s t i nat i onTHI-' 
X*i "C o A ( 2 ) " (C^fl:^S7ti6, I P SEC h> 
:^>;l'(?)endpo i nt«. "C o A ( 1 ) " *^(i> "C 
oA (2) " tflJO^i^S. ZtliZk'O. J--^Ftm 
mt. f^i^Lt:^T$>-oXi>. -fedfi'Jx-fr 
yi^x-v-ayj&J^ffiiE^ixS (03, X7" xTS5 
fcJ:l^S6, (5) , (6) . 

[0059] jL-if G*ijQ* 1 1 *>^>amffl^ 
h 3 izMLXTi? -kx-rhm'^iz':>\,^xmmi-& . 

^rtj, JL— fG*iBf^rLTUS I C)&-KrtWi. 04 

(b) fcS^^SPD*iffi»3ilTV^S. ^^c, mHitL 

r^^^^^*»\ ffl*i ui. jifl]^:srMirpha/P: i 
K E ^ffiffl LTafiffl#*x h 3 1 io-t^ A y X ry 

j^x-S^gy : SAS-llAfS. ■b^rJ^y7^^-7^^/^/X 
-i^ay : SA^?fefe-r^J^<^ia"m±. *S*1 Iffl 
J.-- f Geo I D ( i¥MC{±X .509 coo.— »f GiOig 
iE»Osub j ect^) T-S)"). fflfiffl#7hXh3i6« 
a^I PTFl'X : CN^^»±iifHB^*Xh3cOi2iE 

[0 06 0] 07Ji. rGtl&rSSAD^S^-rS 
X'h*). mmiiZii^ -t^fiUx-fTyi^x-i/ay: S 
A2rJ!l3:^fc±K$nSffl*l KO-bdf jl'Jx^ Tys^ 
x-i/g y ■ T-^"<.-X : S ADcO— 0<^Srt0"C'Jb 
^riJ, ffiffl-r-& I PSECrohn/NiESP^.^ 

[006 1] ?g*l l*Siififfl^*Xb3tMLTTC 
P/UD P<7)P o r t #^2 3<7)A'^r.y hJjUftt^Jl 

ffi*l 1T'<±. 04 (b) tc:5^-tSPD$r«!§gL, 
SPG (1) SPG (1) -b^^TAU 

T--rry>'X->'3yttTSAG (l) 2:#^&J: 

otfaa$fLTv^-s«T. 07(7)SAG ( 1 ) ^mmt 

l>. SAG ( 1 ) t{±, de s t i nat i onTHW 
XkLT "CN" ifi^ pr ot oco 1 kLT "ES 
P" 3&«. modefcLT "tunne 1" ib^t^^^tlX 
V^l.cOT\ 3[b*1 ITti, a^iffl^*X^3'^W^"^•y 
I PSECT';<?T-lr/l'fl:L. ■?-0;'N"^r.y h(^s o u 
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rceTK^XSr "CoA < 1 ) " tL, dest i n 
at i onTKUXS: "CN" t SPI^ "h 
(4) - fcL. ESP{CCtl^>^#-^LTafS1--5. * 
T-b:)U{t<r>!imTii. I^r^ : KEYH (4) 5rfflV>T 

[00621 :i(r)j<jr^y h^^mttimmm^Tt-^x h 3 

rti. (dst. SPI ) = (CN, h (2) ) Tibs 
06 (b) ff)Xo^SADi)^i^1^th. ^LX. MS 

l)Jg*2*»^co^s"^r>yh5r#S, ;<^T-b/Ht:^i'h-r«S 

•C«. KEYH (4 ) ^fflV^TrtfflWN-^-y h 

[0 0 6 3] ^ioidt:, i tffl®ffi^*xh3 
ffi*C=^$ilTV^«. I PTKVXfcttifeitTa^i?: 

[0064] jajt. ^mm<ommizi}\,^xii. m^co^ 
mi:^Lti^{z-y\,^xiynm-r^^ktLii. -r=5r 

t>*>. I C*-h-{c:^|ftBUi03g*<OX. 5 0 9(0i2iES 

j«ia^^r< msinzmm^rohaji: i ke 

(CiS roi f f ieHe 1 1 manSSffj ^rsa 

tnzx'o. ^-fimmizmm&m^i^Lrcim^ 

[0065] ^ii. 03 (4) OSA«^i»T{±, P 
ort#^fcLT10000?^fiMBLT^^&*^. 100 

[0066]^^. Bt^i&fflV^fc 
I P;irT-t7Ht<?)— M^^L:'::*^. IPSECf^lSt 

r-:?EJ@tJ;S I P;*r'fc;l'^S:^f-9tJl^-CJfboT 

[0067] ifz. ^mmDmmx'ii. spD^ia^-r 
mwaxx/sAD^igmtmiiibLx. ica-)" 

XhX\i\ tfz. •tKX(DSPDtSADimi&(r)m 

Mzn txm.mxij^i ^ 1 1 lt i, i v \ 
[0 0 68] :m&mmx'i±. f^mm<^f^^i 

mi2tmmi^t^:^h3t<o^i(mmz. ipsec 

cr>hy^)l^-]^t:^Lfzifi. Ztiizmi^^. IPS 
EC£7)h7>X,1t-ht-F (Transport Mode) 
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■thZbttXi^Xvy. 

[0069] :^mst(nmmx'ii. amffl^d^x h 
3i:mmizm^iiii^mmtLxm^i^*K ztuzm 

[00701 iitecojgiE2 . ort. mimmm2(r>^ 
^^vriTv i'x- >- 3 ymm/imijmi,z^\. ^xm. 
mti, m^(r)mmmlX'^±. jl— tfFco^jffltffo 

10 a.-ifFtC»t.5-fe^jLyT-f rVi/X-v-ay: SA 

^^-rsi^tLfc. mi'mm2t,zt3uxii. o-- 
^mtxiff)maim-th, 

[OO7 1]08{S. m^(mm2(r>-k^j,>J'r'{TV 

i^x-i^ 3 ym/mwjm^^-mTi> o . msnz 
a. affiffl**xh3 tffi*i 1 bc^tixxmmm^ 

20 *Xh3t3g*12fcc7)iattJV^T, -fe^AKx-fTV 
[00721 ZZX^ mk<mM2c0^^jLV7-^TV 
08 ( 1 ) , ( 2 ) . ( 3 ) iOiftatCOt^TJi. Bff»tO 

[00731 a--- r F {±. ffiffln.3SS*2:Jig* 1 1 i}^(i> 
mi 1 2^^^Si©^. I C K 1 4 izm^^tlfz 
05 (a) iZ^-tSADi. 3SS*1 2^«g!atf, Jig* 

1 2T-f±. 05 (a) COgtifflSAF (2) <0d i st 
30 i nat i onrh'PX*^Jg5|5l 2c7)eJiTKUXtP 
^rSJtJ6, CoA (1) ^SiB*l 2C0I PTHV'X-CJ) 
SCoA (2) 'v.^^S. ^lixtiO, 05 (a) <0 
aUt^^ ■ 7'yi^x->-3y • -r-rJ"<.— X. : SA 
D(55rt^i05 (b) c7)J:dfe:Mii:^fL^. 

[0074] ^ti,iZ^ Ji8*12T't±. iHiffl¥*Xh3 
fc^tLT. i-^FtWrS-t^jL'Jx^ • TVi^x- 
i^gy • T-^"<.-X : SADiZ^-oX-t^^^J'fHT 

yi^ji~i^3y : sA^mmth^irmm-h ms, 

Xx^rSll. (4) . i^-C<±. sourc 
40 eTHUX?: "CoA2" fcL. de St i nat i o 
nTh'^X^ "CN" tL. SP lit "h (2) " fcL 
ESP{C^iX^>^#^-t«.. ^tT. rtMcOviN-y y 
hcOsou rceTKl/X^^ "C o A ( 2 ) " i: d 
e s t i n at i onTHVXSr "CN" t po r 
t#^^ "1000 0" tL. x-^'gPtSA^flJBrr 
-Srj-KtJL— fFc7)i2|iE#<7)s ub j ect^Srigg 
L. It^: KEYH (2) JrfflV^TI^^bL. IPS 
ECT'XfT-fe;NbSrff3, 

[ 0 0 7 5 1 s Awmma^^m Ltimmm^^^y^ h 3 

50 T'«±. (dst, SP I ) = (CN, h (2) ) X'hh 



(10 

17 

•fe^aUr^ryv'X-i/gyJr. 06 (a)£OSAD 

AH (2) iOKEYH (2) $-fflV^TS^L. $^lc:. 
SA»^iia<7)I PSECtJ:S;*r-fe;l'^^»S:. rt 

a. rF<7)SA?:^3)B^rs^!S?:^f3. 

[0076} iififfl**:^ h 3r«i, JL— TFWS A^ 
WBrr^Jti6t. 04 (c) <7)SPDSr«J§gL. JL-if 

•C:3--if FfcStSffiSttS PH ( 1 ) fc S PH ( 2 ) 10 
X'h^(OX\ ffiftLTV^Sa6<0SAH ( 1 ) fcSAH 
(2) -bdr^tUr-frVi^x-i^gy: SA 

^mctt. ^coft. jHlffi**Xh3t^8*l 2fcc0 

[00 77] z(7)Xoi,z. ^i^mfmmizm^xii^ m 

[00 78] 5ri3, 08 (4) cOSA^DKjiSrCii. P 
ort#^fcLT "10000" ^ffifflLTU^A^ 1 

0 0 0 omSX$)i>£^i^< fl&o#^T't><J;v\ 

[ 0 0 7 9 ] t^^. ^^mt^cmmxii. n&^srflaufc 

1 P;<f7--b;Hb«0-«f32-^Uit*\ ^iHzmi^-T-. I P 
S E C S J: d ^Jlft ^ y ^l^^fflV 
x-^'i2iK>T-^'ffi»tJ:.S. I P*T-t;Hb^firo/c 

[00 801 i/t. 3|=llte«JgffiTJi. SPD^a^^ 

sjifriJitfsAD^ieii-rsssEfrfcLT. ic/r-v^ 30 
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